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MASK-74 - MOC SC-5009 - SECURE Al SOLUTIONS IN THE CLOUD USING

MICROSOFT DEFENDER FOR CLOUD AND MICROSOFT ENTRA
Categoria: Applied Skills

INFORMAZIONI SUL CORSO

(5] kel 'Y 5

Durata: Categoria: Qualifica Istruttore: Dedicato a: Produttore:
1 Giorni Applied Skills Microsoft Certified Professionista IT Microsoft
Trainer
OBIETTIVI

Secure Al solutions in the cloud by configuring Al workloads, applying cloud-native protections, and reinforcing
security outcomes with identity controls. Learn how Al workloads authenticate, how trust boundaries are established,
and how security posture and workload protection reduce risk using Microsoft Defender for Cloud and Microsoft
Foundry. Extend these protections by using Microsoft Entra to design and apply identity and access controls that
explain and harden earlier security decisions.
Learning outcomes:

-Apply security posture management and workload protection for Al services using Microsoft Defender for Cloud

-Configure and secure Microsoft Foundry environments using cloud-native security controls

-Design and apply identity and access controls for Al workloads using Microsoft Entra

PREREQUISITI

This course is intended for professionals responsible for securing and operating Al workloads in the cloud. The
audience includes cloud security engineers, platform engineers, and application teams working with Al services who
need to understand how workload protection, security posture, and identity controls apply to Al environments.
Familiarity with Azure, cloud-native security concepts, and basic identity and access principles is recommended.

CONTENUTI

Protect Microsoft Foundry solutions by using Microsoft Defender for Cloud
-Understand how Microsoft Defender for Cloud supports Al security and governance in Azure
-Protect Al workloads with Microsoft Defender for Cloud
-Configure and manage guardrails in Microsoft Foundry
-Secure Microsoft Foundry environments

Secure Al identity infrastructure with Microsoft Entra
-Understand identity architecture for Al workloads
-Implement access management for Azure resources
-Plan, implement, and administer Conditional Access
-Manage Microsoft Entra Identity Protection
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INFO

Materiale didattico: Materiale didattico ufficiale Microsoft in formato digitale
Costo materiale didattico: incluso nel prezzo del corso a Calendario
Natura del corso: Operativo (previsti lab su PC)
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