
CTIA-9 - COMPTIA PENTEST+
Categoria: CompTIA

 
INFORMAZIONI SUL CORSO

 

 

 
OBIETTIVI

 
The CompTIA PenTest+ course teaches the knowledge and skills to understand how to plan and scope a penetration
testing engagement including vulnerability scanning, understand legal and compliance requirements, analyze results,
and produce a written report with remediation techniques.

 
PREREQUISITI

 
Aver frequentato il corso CompTIA Security+ o avere conoscenze equivalenti

 
CONTENUTI

 
Lesson 1: Scoping Organizational/Customer Requirements
Lesson 2: Defining the Rules of Engagement
Lesson 3: Footprinting and Gathering Intelligence
Lesson 4: Evaluating Human and Physical Vulnerabilities
Lesson 5: Preparing the Vulnerability Scan
Lesson 6: Scanning Logical Vulnerabilities
Lesson 7: Analyzing Scanning Results
Lesson 8: Avoiding Detection and Covering Tracks
Lesson 9: Exploiting the LAN and Cloud
Lesson 10: Testing Wireless Networks
Lesson 11: Targeting Mobile Devices
Lesson 12: Attacking Specialized Systems
Lesson 13: Web Application-Based Attacks
Lesson 14: Performing System Hacking
Lesson 15: Scripting and Software Development
Lesson 16: Leveraging the Attack: Pivot and Penetrate
Lesson 17: Communicating During the PenTesting Process
Lesson 18: Summarizing Report Components
Lesson 19: Recommending Remediation
Lesson 20: Performing Post-Report Delivery Activities

 
INFO

Durata:

5 Giorni

Categoria:

CompTIA

Qualifica Istruttore:

Docente Senior (min.

5 anni)

Dedicato a:

Professionista IT

Produttore:

CompTIA
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Esame: PT0-002 - CompTIA PenTest+

Materiale didattico: Materiale didattico in formato digitale

Costo materiale didattico: incluso nel prezzo del corso a Calendario

Natura del corso: Operativo (previsti lab su PC)
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