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MSEC-4 - MOC SC-400T00 - ADMINISTERING INFORMATION PROTECTION

AND COMPLIANCE IN MICROSOFT 365
Categoria: MS Security

 
INFORMAZIONI SUL CORSO

 

 

 
OBIETTIVI

 
Learn how to protect information in your Microsoft 365 deployment. This course focuses on data lifecycle
management and information protection and compliance within your organization. The course covers implementation
of data loss prevention policies, sensitive information types, sensitivity labels, data retention policies, Microsoft
Purview Message Encryption, audit, eDiscovery, and insider risk among other related topics. The course helps
learners prepare for the Microsoft Information Protection Administrator exam (SC-400).

 
PREREQUISITI

 
Before attending this course, students should have:

Foundational knowledge of Microsoft security and compliance technologies.

Basic knowledge of information protection concepts.

Understanding of cloud computing concepts.

Understanding of Microsoft 365 products and services.

 
CONTENUTI

 
Introduction to information protection and data lifecycle management in Microsoft Purview
 
Classify data for protection and governance
 
Create and manage sensitive information types
 
Understand Microsoft 365 encryption
 
Deploy Microsoft Purview Message Encryption
 
Create and manage sensitivity labels with Microsoft Purview
 
Apply and manage sensitivity labels
 
Prevent data loss in Microsoft Purview

Durata:

4 Giorni

Categoria:

MS Security

Qualifica Istruttore:

Microsoft Certified

Trainer

Dedicato a:

Professionista IT

Produttore:

Microsoft
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Configure DLP policies for Microsoft Defender for Cloud Apps and Power Platform
 
Manage data loss prevention policies and reports in Microsoft 365
 
Manage the data lifecycle in Microsoft Purview
 
Manage data retention in Microsoft 365 workloads
 
Manage records in Microsoft Purview
 
Explore compliance in Microsoft 365
 
Search for content in the Microsoft Purview compliance portal
 
Manage Microsoft Purview eDiscovery (Standard)
 
Manage Microsoft Purview eDiscovery (Premium)
 
Manage Microsoft Purview Audit (Standard)
 
Prepare Microsoft Purview Communication Compliance
 
Manage insider risk in Microsoft Purview
 
Implement Microsoft Purview Information Barriers
 
Manage regulatory and privacy requirements with Microsoft Priva
 
Implement privileged access management
 
Manage Customer Lockbox

 
INFO

 
Esame: SC-400 - Administering Information Protection and Compliance in Microsoft 365

Materiale didattico: Materiale didattico ufficiale Microsoft in formato digitale

Costo materiale didattico: incluso nel prezzo del corso a Calendario

Natura del corso: Operativo (previsti lab su PC)
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